Threat-INFORM Your Defense -
A SOC Optimization Service

Threat-INFORM Your Defense helps organizations assess how Threat-Informed Defense (TID)
is applied today and translate those insights into measurable improvements using MITRE's
INFORM maturity model. By grounding security decisions in real adversary behavior, the
service helps organizations prioritize effort, reduce noise, and improve security
effectiveness across the program.
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Advance Threat-Informed Defense

AttacklQ Professional Services partners with you to apply TID in a practical, measurable way across
people, processes, and technology. The engagement aligns security leaders around a shared
understanding of current capability and supports systematic improvement over time.

Through the engagement, you will:

+ Establish a shared understanding of current TID maturity
+ Align security leaders on priorities, gaps, and improvement opportunities

+ Define a prioritized improvement plan to guide execution and track progress
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Service Description

The Threat-INFORM Your Defense Service teaches the principles of TID and uses the INFORM
methodology fo guide organizations through assessing current capability and developing
improvement plans.

AttacklQ Professional Services delivers tailored training based on the organization’s TID maturity.
Following training, the team facilitates a structured tabletop exercise with security leaders to assess
current capability. Together with the customer, Attackl& Professional Services develops a prioritized
improvement action plan and acts as a TID advisor as the organization advances.

Train: Foundational Knowledge Development

Training begins with a 3-hour workshop designed for diverse stakeholders across the security
organization.The goadl is fo establish shared understanding and buy-in for TID.

Key topics include:

Threat-Informed Defense Fundamentals
MITRE ATT&CK overview and resources (opfional, based on customer need)
Deep Dive into the INFORM methodology
Threat modeling with ATT&CK
Target participants include team leads, managers, and decision-makers who shape and drive their

security practices. This workshop prepares leaders to operationalize TID and drive measurable
improvements in their security programs.

Baseline: INFORM Tabletop Exercise

AttacklQ Professional Services facilitates a tabletop exercise using INFORM to build a baseline
assessment for the security program. Bringing security leaders together with an independent
facilitator is crucial to establishing a shared organizational view of current maturity and preparing
the team to reassess progress over time.

Advance: Roadmap & Action Plan

AttacklQ Professional Services works in partnership with the customer to create a tailored TID
improvement roadmap and action plan that defines near- and longerterm actions, ownership, and
a cadence for reassessment.
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Customer Outcomes

Upon completion of the Threat-INFORM Your Defense Service, you have:

1. A shared understanding of Threat-Informed Defense maturity across security leadership
2. A documented INFORM assessment capturing the current state and key gaps

3. A prioritized improvement plan with defined actions and ownership
4

A measurable framework for fracking progress as Threat-Informed Defense capabilities mature

Throughout the service engagement, you are guided by experienced advisors who support your
organization’s ongoing TID maturity.

Professional Services Expertise

AttacklQ is a founding Research Partner in MITRE's Center for Threat-Informed Defense and an active
leader in advancing TID as a practice across the security community. In this role, AttacklQ
collaborated with MITRE and global security tfeams to develop the INFORM maturity model.

AttacklQ Professional Services operators bring experience from government, intelligence, and
commercial cybersecurity environments. The team applies proven implementation patfterns and
operational best practices, developed through years of customer engagement, to help organizations
systematically advance their TID.

Getting Started

To begin a Threat-INFORM Your Defense service engagement,
contact your AttacklQ account feam.
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