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In April 2026, Anthropic announced an Al system capable of autonomously
discovering thousands of critical vulnerabilities across every major operating system
and browser — and generating working exploits without human guidance.This is not
a theoretical future risk. It is happening now, and it changes the calculus of

cybersecurity for every organization.

This brief explains what happened, why it matters at the business level, and what the
appropriate organizational response is.

WHAT HAPPENED

A New Capability That Changes the Threat Landscape

On April 7, 2026, Anthropic announced Claude Mythos Preview, a highly advanced frontier
Al model, alongside Project Glasswing — an initiative bringing together major technology
companies and over 40 critical software providers to use Mythos Preview to proactively to
find and fix vulnerabilities in the world’s most critical software, backed by $100M in
Anthropic usage credits and $4M in open-source security donations.

Mythos autonomously discovered thousands of zero-day vulnerabilities across every major operating
system and browser. It generated working exploits without human guidance and significantly
outperformed prior models — developing 181 working exploits against vulnerabilities in Mozilla
Firefox, where the previous best model, Claude Opus 4.6, succeeded only twice.The oldest
vulnerability Mythos found was a 27-year-old bug in OpenBSD.

The announcement crossed from technical security circles info mainstream media. It is now a
boardroom tfopic for organizations worldwide.

83.1% <1 day 27 yrs

vulnerability reproduction time from vulnerability to age of oldest vulnerability
benchmark score (CyberGym) weaponized exploit discovered
What Makes This Different

Mythos is not a faster version of existing security tools. It autonomously discovers novel attack
paths, chains multiple vulnerabilities together, and generates working exploits — all without a
human in the loop. This is a qualifative shift in offensive capability, not an incremental one.
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THE BROADER CONTEXT

A Structural Shift, Not a Temporary Spike

The vulnerability storm created by Mythos has been looming on the horizon for years.
Researchers behind the Zero Day Clock, which tracks time-to-exploit across more than
3,500 confirmed CVE-exploit pairs, drawn from CVE, CISA's Known Exploited Vulnerabilities
catalog, and other trusted sources, had been documenting a clear and accelerating
progression. Mean time-to-exploit crossed the one-year threshold around 2021. By 2025, it
had fallen to one month. By early 2026, it had crossed one week, then one day.The
traditional 30-day patch window that security programs have been built around was not
disrupted by Mythos. It had already disappeared. Mythos is the point at which a trend that
practitioners could read in the data became visible enough to reach every boardroom.
That distinction matters for organizations assessing how seriously fo take it: the underlying
dynamics are not speculative, and they did not begin last week.

Mythos did not create a new problem. It made an existing problem impossible to ignore.

The Cloud Security Alliance, SANS Institute, and a coalition including senior security leaders from
Google, NSA, and CISA published a detailed analysis of this shift alongside the Mythos
announcement:

Cloud Security Alliance, April 2026

"The asymmetry this creates is structural. Al lowers the cost and skill floor for faster
discovery and exploitation of vulnerabilities that organizations can patch. The window
between discovery and weaponization has collapsed info hours. Affackers gain
disproportionate benefit, and current patch cycles, response processes, and risk metfrics
were not built for this environment.”

Three specific changes define this new environment:

«  Capabilities that previously required nation-state resources are now accessible at low cost.
Mythos-class Al systems will proliferate 1o other frontier models within months.

Every security patch now becomes an exploit blueprint before most enterprises can deploy it.
Al can analyze a released fix, identify the underlying vulnerability, and generate a working
exploit — often within hours of publication and long before most organizations have
completed their own deployment cycles. The patch itself becomes a signal fo aftackers.

« The vulnerability-tfracking infrastructure that defenders rely on was built fo handle dozens
of critical disclosures per month.The volume emerging from Al-driven discovery will exceed
its capacity.
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THE BUSINESS RISK
What This Means for Your Organization

The instinctive response to more vulnerabilities is to patch faster.That is a necessary step,
but it is not sufficient as a strategy.

Every organization — regardless of the maturity of its security program — carries a backlog of
unpatched vulnerabilifies. In this new environment, that backlog will grow faster than it can be
closed.This is not a failure of the security team. It is the structural reality of operating complex
technology against an adversary that now has Al-speed discovery and exploitation on its side.

The business risk this creates is not evenly distributed across all vulnerabilities. A critical-severity
vulnerability with no viable path to important systems is a fundamentally different risk from a medium-
severity vulnerability that sits one step away from your most sensitive data. Traditional vulnerability
scoring does not answer the question that actually determines business impact:

The Question That Determines Resilience

Which of our unpatched vulnerabilities create a viable path fo the assets our business cannot
afford fo lose — and what is the fastest way fo break those paths?

Organizations that cannot answer this question are managing a vulnerability list. Organizations that
can answer it are managing their actual business risk. In a Mythos-class threat environment, this
distinction determines whether an organization can maintain resilience as attack capabilities
accelerate.

Continued on next page.
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THE RESPONSE
A Threat-informed Approach to Exposure Management

The framework that directly addresses this problem is threat-informed defense,
operationalized through Continuous Threat Exposure Management (CTEM).

CTEM shifts an organization's focus from managing a list of vulnerabilities fo understanding which
exposures creatfe paths an attacker could follow to reach crifical resources. Rather than reacting

to each new vulnerability in isolation, CTEM tfreats exposure as an ongoing, dynamic picture:
confinuously mapping what adversaries could exploit, validating that defenses hold against real
aftack techniques, and prioritizing action around the paths that pose the greatest business risk.The
goal is not a shorter vulnerability list. It is a security program that remains resilient even when that list
is long.

This has four concrete implications for how security programs should operafe:

Focus on attack paths, not vulnerability counts

Understanding which vulnerabilities are load-bearing in real aftack paths, and which are effectively
isolated, changes how resources are allocated. Network segmentation, access controls, and
compensating controls can sever a path to a critical asset even when a patch is not yet available,
making the program resilient to an unpatched backlog rather than dependent on eliminating it.

Validate that defenses actually work

Controls that are deployed but unfested against real attack fechniques are assumptions, not
protections. Continuous validation, testing detection, containment, and segmentation against the
techniques adversaries actually use, distinguishes a security posture that holds from one that merely
appears to. At machine speed, discovering a gap during an incident is foo late.

Extend security discipline to Al assets

The CSA analysis identifies unmanaged Al-agent exposure as a Critical-severity risk. Al agents,
automation tools, and third-party integrations are now part of every organization’s technology estate
— and most existing security programs have no systematic way to discover or validate controls
against them.This asset class requires the same disciplined freatment as any other critical system.

Operate continuously, not periodically

Quarterly assessments and annual penetration fests were designed for a threat environment that
moved at human speed. As Al-driven vulnerability discovery runs continuously, the defensive program
must respond accordingly. Organizations that will manage this environment successfully are those
that build continuously adaptive security operations that reassess exposure as threats, technologies,
and business evolve in real time.
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ORGANIZATIONAL IMPLICATIONS

What Leadership Should Expect and Enable

Addressing this threat environment requires decisions that extend beyond the security
team.Three areas require executive attention:

Reframe How Your Organization Thinks About Security Risk

The most consequential shiff is not a fechnology decision — it is a conceptual one. Security
programs organized around managing vulnerability lists are optimized for the wrong problem.
The question that determines resilience is not how many vulnerabilities are open, but which of
them create viable paths to what matters most, and whether those paths are broken.This is the
foundation of threat-informed Continuous Threat Exposure Management, and it requires broad
organizational alignment fo succeed. Security, technology, and business leadership must share
this frame of reference — because the investment decisions, program priorities, and success
metrics that follow from it are fundamentally different from those of a conventional vulnerability
management program.

Risk Reporting

Security risk metrics and reportfing built on pre-Al assumptions may no longer refiect actual
business exposure.The indicators that have informed investment decisions — patch rates,
vulnerability counts, time-to-remediation — were calibrated for a different environment. Boards
and executive teams should expect security leaders to revisit these models and explain what has
changed and why.

Build the Organizational Conditions for Threat-Informed Defense to Work

Threat-informed CTEM is not a fool that can be deployed in isolation. It requires the security
organization to operate with a level of business confext — knowing what assets matter most,
understanding the adversaries relevant to the organization, and having the authority to act on
what it finds — that only leadership can enable. Executives should expect their security feams to
ask harder questions about adversary relevance, attack path priority, and control effectiveness.
Creating the cross-functional alignment, governance structures, and organizational mandate for
that work is a leadership responsibility, not a technical one.
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IMMEDIATE PRIORITIES
Four Actions Every Organization Should Take Now

These actions build the foundation of a threat-informed CTEM program.They follow a
deliberate sequence: start with the adversary, franslate that intelligence into your specific
environment, validate that your defenses hold, and close the detection loop so response
can execute at the speed the threat now demands.

Map Your Critical Assets and the Paths That Lead to Them

Asset priorifization without adversary context produces the wrong list. Start by identifying the threat
actors most likely to farget your organization — by industry, geography, technology profile, and business
model — and understand what they are after and how they operate. Then map your critical assets
through that lens: what would these adversaries actually pursue, and which of your systems sit on
viable paths to those objectives? This threat-informed view of your affack surface changes which
assetfs appear critical, which vulnerabilities require urgent atfention, and where compensating controls
deliver the greatest value when patches are unavailable,

Validate That Your Defenses Perform as Expected Against Real Attack Techniques

Knowing which adversaries are relevant fo your organization is only useful if you then test your defenses
against the technigues they actually use. Validate whether detfection, segmentation, and containment
controls perform against the specific behaviors documented for your relevant threat actors — not
generic scenarios, but the real TTPs those adversaries deploy. Organizations that have not done this
systematically will almost certainly surface gaps that matter more than their current patch backlog.
This is where threat intelligence becomes operational, and where evidence-based security posture
reporting begins.

Inventory and Assess Your Al Asset Exposure

Threat actfors are already probing Al infrastructure as an atfack surface. Conduct a systematic
inventory of Al agents, automation frameworks, MCP servers, and third-party Al infegrations operating
across your organization — applying the same threat-informed lens used for traditional assets. The CSA
codlition rates unmanaged Al agent exposure as Crifical severity, and most existing security programs
do not yet address it. You cannot defend what you do not know exists, and you cannot assess Al
exposure without first knowing what is running.

Accelerate Detection Engineering

The CSA paper identifies inadequate detection and response velocity as a Critical severity gap: alert
friage, SIEM correlation, and confainment workflows were built for threats that moved at human speed.
Al-augmented attackers do not. Detection engineering must be grounded in the same adversary
context as the rest of your threat-informed program — continuously validating that detection logic
covers the techniques your relevant threat actors use, automatically tuning coverage as those
tfechniques evolve, and generating the evidence that response playbooks need fo execute af
machine speed.This is the closing locop that turns a threat-informed exposure program into one that
can actually respond when a path to a critical asset is activated.
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