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AttacklQ Vanguard Edge (AVE) is a scheduled quarterly engagement where your team meets with
our experienced Vanguard customer support team to optimize your security program. We partner
with you to conduct specific assessments and validate your overall cybersecurity readiness.
Together we review the state of your security control validation process, examine how the AttacklQ
Security Optimization Platform is delivering value, and identify areas for future work.

Benefits of AVE

—~ Optimize Solution Value and Use
@ Deliver the best outcomes for your security use cases. We will help ensure that you get
S the most out of the AttacklQ Security Optimization Platform and leverage all features and
U

capabilities to drive program success and strengthen your cybersecurity posture.

Improve Deployment Maturity

Accelerate your security program's ramp and effectiveness. Quarterly AVE assessments
ensure that your security validation program is performing at its best and provides your
team with updated training to help them deploy new features quickly.

Strengthen MITRE ATT&CK® Alignment

Gain visibility and actionable insights into your cybersecurity readiness through realistic
and specific adversary emulations that map to the MITRE ATT&CK framework. We will work
% with you to execute assessments and build reports that let you know where your security
program stands.

E

Maximize Your Investments

D[I Get the most of your AttacklQ Vanguard investment. With the solution tailored to your
needs and your team equipped with the tools required for effective deployment, the low-
cost, high-value AVE engagement helps you maximize your return on investment from the
AttacklQ Security Optimization Platform.

Program Overview

Configuration and Support Case Review

Every organization’s technology deployment and security validation goals differ. Our Vanguard engineers will review the
details of your complete AttacklQ Security Optimization Platform deployment, ensuring that it is aligned to your specific
requirements and optimized for your intended use cases with minimal impact to your existing environment. We will
brief your team on any open support issues and provide details of our progress in remediation. If platform upgrades are
available and useful, we will help you get them installed.
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Program Overview (cont)

New Feature Training

AttacklQ regularly releases new features and functionality. New releases often include new adversary testing content
and threat-aligned templates, operational testing capabilities, integrations, reporting, and dashboard updates, as well

as resolutions for product and platform issues. During the AVE engagement, your Vanguard team will walk you through
these updates and the goal(s) each update will achieve. Your Vanguard team will also train your staff on how to best take
advantage of these new functionalities. Your feedback is important to us so we can help ensure your critical needs are
captured though our systems development lifecycle.

Vanguard Co-Managed Assessments

AttacklQ will provide specific assessment templates for each co-managed engagement designed to specifically evaluate
a customer's cyber-security posture across a basic set of controls and expected functionality, combined with relevant
adversarial TTPs. Testing methodology and TTPs are explained, and an analysis of the results are reviewed with your team.
Executive reporting provides situational awareness and visibility of the overall security posture and cyber-readiness.
Detailed technical reports support operational remediation and assist with guidance for tuning and configuring security
controls. Quarterly differential reporting shows progress achieved in the program over time.

Next Steps

Get started with AVE today. Contact your AttacklQ Vanguard service representative to schedule your quarterly assessment.

. About AttacklQ
AT TA C K I L_\] . AttacklQ, the leading independent vendor of breach and attack simulation solutions, built the industry’s first Security Optimization Platform for
continuous security control validation and improving security program effectiveness and efficiency. AttacklQ is trusted by leading organizations
U.S. Headquarters worldwide to identify security improvements and verify that cyberdefenses work as expected, aligned with the MITRE ATT&CK framework.
171 Main Street Suite 656 The Company is committed to giving back to the cybersecurity community through its free AttacklQ Academy, open Preactive Security Exchange,
Los Altos, CA 94022 and partnership with MITRE Er ‘s Center for Threat Informed Defense.
+1(888) 588-9116 For more information visit w\ q.com. Follow AttacklQ on Tv , LinkedIn, and You
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